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: Firewall Fallacy

Network
qouter
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(issue 1) Reverse Proxy
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(is sue 2) Mixed System Boundaries
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Phases of an Attack
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Typical Countermeasures
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Typical Countermeasures
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infiltration

Intrusion Detection
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Detection time is very long!
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Typical Countermeasures
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Typical Countermeasures
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Typical Countermeasures
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Typical Countermeasures
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Typical Countermeasures

E . .\ B
DA
B ¢
.
‘-,.
\ f
MO -
0
l

‘> Service =7

2 authentication?

2 intrusion detection?

...

XCOT473 H1)IN\—t* 2V T« 1w £ B

- TN P % - Zeal RS RAL N &>,
. 4 -~ T - °. ) O = — - o - - b - o M - - - b -
Lo O e < (VA BIEEES, Do ° e AR ] A Lot ol Do 2 e LR
S - . = 9 . QIS G o o P N L s U UL L P - 0

p oungary

Xavier Défago. MHERAIAVE 1 —5 XTI




Keep

System Integrity
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P Integrlty

Xavi
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Mrect state

Aspects of Security

> Availability

P

Provide operat\on no DoS)
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Data [ System Integrity

2 Requirements

» No tampering of data / system

> Distributed system: preserve consistency

2 “Outside” Threat

> Attacker has no secret initially

» Attacker uses public service interface in unexpected ways

2 “Inside” Threat

> Attacker passes as legitimate node / server (eludes detection)

» Attacker has access to all information
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The Replicated Register

Service -
- (5+10)x5 =
5451410 = Ej

Cllent A Cllent B
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The Replicated Register
&l

(5+10)%5 =

Cllent A Cllent B
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Consistency

Total Order
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Xavi

l Client A

add 10

Z]

total order
broadcast
all messages delivered
in the same order
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Client A

Replicated Register

Serv_er S1 Serv_er S2 ClientB

5 5 |

: question:
“how to enforce total order?”

add 10 - (at the servers)

T T |

~

Init 5

mult 5

add 10

|

context: stream of incoming operations

\ ~ - R |

question: “which next?” (at position 3)

S W NN = O

Xavier Défago. THRAIAE 1 —5 AT A

VA |

XCOT473 1 )I\—tzF 2V T 4w 5

N

= 8o




* Client A
0linit5 5
1 mult5s 25
2 ladd 10 35
3 727

4
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Replicated Register

Server S1 Server S2

335 33

[add more replicas]
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Replicated Register
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Replicated Register

]
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)2)

Server S1 ServerS2 ServerS3 ServerS4 Server S5
? ? ? ? ? opl
op2 NI
—>(#’%P" ‘epare(op1)

prepare(op (over-)simplified version of
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| (tutorial) Meling [OPODIS 2013]
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Quorums

Why majority?

26
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Replicated Register
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Quorums
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Quorums

grid guorum majority quorum
at least two servers at least one server
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Recovery (take over)

2 Terminology
» nservers; ffaulty (crash);n > 2f+1

2 Recovery (take over)
» accept (#,0p2) by majority (A)

p recovery with info. from majority (

> at least one process from A n/2|+1

Z Non-blocking servers

» Droadcast message

servers
(#,0p1)

| | system| =n (servers)
» wait for at most n—f replies
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Byzantine

Fault-Tolerance

32
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Data [ System Integrity

2 Requirements

» No tampering of data / system

> Distributed system: preserve consistency

2 “Outside” Threat

> Attacker has no secret initially

» Attacker uses public service interface in unexpected ways

2 “Inside” Threat

> Attacker passes as legitimate node / server (eludes detection)

» Attacker has access to all information
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Byzantine Faults
2 Fault

» behavior deviates from specification

2 Fault Modes

> Crash
stops working permanently

> Omission
misses sending/receiving of messages

» Rational (selfish)
(mis)behavior that maximizes local benefit

» Byzantine (accidental / malicious)
any type of misbehavior
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Byzantine Faults

> Concretely

» broadcasting <info> as part of an algorithm

\ faulty Byzantine
correct /s / |
<info> <info> <LIE> <LIE1><LIE2> from GuUuan Yu!
S —————_—
—_— —_— —_—
o , different fake
good case omission wrong info | |
values identity
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Byzantine Generals

. DON'T ATTACK

ATTACK

N A\
-

[LSP82] Lamport, Shostak, Pease: The Byzantine Generals
Problem. ACM Trans. Program. Lang. Syst. 4(3): 382-401 (1982)
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> Terminology
> nservers, f=fo+fz
» f~ number of crash faults

> fp number of Byzantine faults
S1 S2 S3 sS4

req(xx)

==t
setA i 3

={$1,52,53}
AV VAR VAR Vs
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Byzantine Quorum

a

system| = n (servers)
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Byzantine Quorum

setA

> Terminology

> nservers, f=fo+fz
» f~ number of crash faults

> fp number of Byzantine faults

2 Non-blocking

system| =n (servers)
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Byzantine Quorum

setA

> Terminology

> nservers, f=fo+fz
» f~ number of crash faults

> fp number of Byzantine faults

2 Non-blocking

> f~ have crashed

i

system| =n (servers)
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Byzantine Quorum

setA

2z Terminology

> nservers; f=f-+fz
» f~ number of crash faults n—f

> fp number of Byzantine faults

Z Non-blocking

> f~ have crashed

/B

> fp neverreply Je
system| =n (servers)
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Byzantine Quorum

setA
2z Terminology £

> nservers; f=f-+fp
> f~ number of crash faults n—f s

> fp  number of Byzantine faults

2z Non-blocking

» f~ have crashed

f; =t

> fp neverreply

2 Intersection Jc set B

system| =n (servers)
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Byzantine Quorum

setA
2z Terminology f
C

> nservers; f=f-+/fp
> f~ number of crash faults

> fp  number of Byzantine faults

2 Non-blocking

» f~ have crashed

/B

> fp neverreply

2 Intersection Jc set B

> includes lies system|=n (servers)
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Byzantine Quorum

setA
2z Terminology £
C

> nservers; f=f-+/fp
> f~ number of crash faults

> fp  number of Byzantine faults

2 Non-blocking

» f~ have crashed

correctval.| |]

/B

> fp neverreply

2 Intersection Jc set B

> includes lies; at least one correct value system| = n (servers)
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Byzantine Quoru

setA

> Terminology

> nservers; f=f-+/fp
> f~ number of crash faults

> fp  number of Byzantine faults

2z Non-blocking

correctval.| |]

A—

> f~ have crashed O
> |
> £ neverreply Cn -~ ch+ 3fB+1/ /B
2 Intersection Jc set B
> includes lies; at least one correct value system| = n (servers)
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Practical Byzantine Fault Tolerance
2 Context

» described in client/server model

p state-machine replication

B similarities with Paxos

> Byzantine-tolerant

p uses crypto hash function

[CLO1] Castro, Liskov: Practical Byzantine Fault-Tolerance and
Proactive Recovery. ACM Trans. Comput. Syst. 20(4): 398-461
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Blockchain
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s Distributed Ledger

assumed final/stable - New ?lOCk
& agreed upon 2 I :
: 2 gy I PE Eﬁpend to
: - " hlockowitt
: sybil attack

create many identities
overcome reputation system

circumvent incentive mechanism
o o \ /
finality

 not guaranteed >very unllkely in practice

arHrary'ﬂ'ép"t‘ﬁ - — =
(typ. 5-6 blocks for Bitcoin)

e
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e Distributed Ledger

assumed final/stable: -, New ?lOCk
& agreed upon': 3 :
ELENE ﬁpend 0
2 N < oz L2 - = block with
- I | . best "survival'
2 : chance
Total Order :] entry := operation

on operations

a}bitrary depfh
(typ. 5-6 blocks for Bitcoin)
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Comparison

7 Byzantine fault-tolerance

2 Overall

P strong consistency > each serves purpose

P alwa.y.s safe; '”.”O.SHW'V@ » address differentissues
> partition: majority-only > not mutually exclusive

> finality: commit => permanent » BFT used in blockchain (PoS)

> Blockchain > tradeoft: CAP theorem
> mostly safe; always live consistency
> partition: [0ss at merge availability

> finality: high probability partition-folerance
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——| Want a Blockchain!

-
traditional database

~

y

Yes

can meet your needsN O+

“or=s < A ol < " T A ol 0 R e <

P P O e I N I B D P S - 2T 2P P il P e O P PN P Py
3
\
J
o

don’t need
blockchain

N\

might need
permissioned blockchain

Source: M.E.Peck. Do you need a blockchain? IEEE Spectrum, 54(10):38-39, Oct 2017.
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-
2+ participants will you and all participants
u pdate the data? O can trust a 3rd party?’
YES NO
(" ) § I )
you and all participants | " | data needs to be
ktrust each other? N S)> ykept private?
W,
YES NO
( )
likely to be Ye > control who changes
| attacked or censored? ) blockchain software? )

Q..
0,
K
"
LSS
Te b
. 9

might need

public blockchain
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Summing Up
2 Distributed Ledger

» state-machine replication

P quorums, agreement
2 Blockchain

> distributed ledger

> problem equivalence

7 Byzantine fault-tolerance |
> eventual consistency

> Byzantine faults T
| > no finality
> strong consistency

> finality
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Self-Stabilization
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initial
state(s)

system state
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initial

Systems

state(s) <:

system state
— algorithm transitions
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legitimate (legal)
states
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Classical Fault-Tolerance

initial

N

state(s) <:

gl

system state
— algorithm transitions
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Self-Stabilization

initial

N

state(s) <:

~

—

<

system state
— algorithm transitions

Xavier Défago. THRAIAE 1 —5 AT A

legitimate (legal)
states

XCOT473 1 )I\—tzF 2V T 4w 5

= 8o




Self-Stabilization
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Self-Stabilization

2 Definition

» asystem S is self-stabilizing with respect to predicate P
T it satisfies:

2 Closure
» Pisclosed under the execution of S.

> Intuitive: always legal state —> legal state

2z Convergence

» starting from an arbitrary global state, § is guaranteed to reach a global state
satistying P within a finite number of state transitions.

> Intuitive: any state eventually —> legal state
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Illustration: BFS tree
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Illustration: BFS tree

B C

(B,0) (C,0) )
T
((3 PG

(root, depth)
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Illustration: BFS tree
min {(root, depth)}

ci? <
D,O
74 e
& ) C((E%
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Illustration: BFS tree
min {(root, depth)}

—( & )
(W) - C([?
Lo )

2 (e
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Illustration: BFS tree

min {(root, depth)}
(\V [ B,0) ) ' ( (B 1))

Fo) ) C(E? )

(L
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Illustration: BFS tree

B
(y (A1) )<—< (B,1)

A
D,0
v}(Afl) ) €
0) (E,0)

(F)
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Illustration: BFS tree

ﬂ (Al?l) )<—< (5?1)
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Illustration: BFS tree
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Illustration: BFS tree
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Illustration: BFS tree
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(B,2)
(AI,:l) >' _( (AI,EZ) )

Xavier Défago. TMHREAA>VE 1 —% VAT XCO.T473 1 )\—tF 1) 7+« #im. 8o




Illustration: BFS tree

ﬂ (Al?l) )<—< (Agz)
C A D )

V} (A,3)
(AI,:l) >' _( (AI,EZ) )
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Illustration: BFS tree

(Al?l) )<—< (ASZ)
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Illustration: BFS tree
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Illustration: BFS tree
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Illustration: BFS tree

—( &

B
(B,0)
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A3)
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Illustration: BFS tree
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Summary

2 Intrusion-Tolerance

> Byzantine agreement

> work in spite of traitors > robust but expensive

» covers for long detection time

- 7 Blockchain
> complementary with other

approaches (security in depth) 7 weak but flexible

> Self-stabilization

2 Distributed Agreement

> attractive property

B cornerstone

» non-masking rault-tolerance

> deal with potential traitors

Xavier Défago. THERAIDA>VE 21 —F VAT A XCO.T473 1 )\—tF 1) 7« Him. Es[O




